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How does Al-powered automation transform businesses?

A vast number of processes and services have been overtaken by Al automation,
leading to increased efficiency and productivity. Repetitive, time-consuming tasks, such
as scheduling, email sorting and auto-responses, Invoicing, filling forms, and many
others, can now be handled by Al automation.

Moreover, according to Daugherty and Wilson (2025), Al-powered automation enables
businesses to leverage real-time insights, combining various types of data without being
limited to a single type of input, such as text or visual.

For management, this means faster and more informed decisions about strategic
priorities, team development, and change management, ultimately enabling smarter
decision-making (PwC, 2025).

However, the downside of Al automation is that it can lead to job losses and create
requirements for upskilling employers. Companies also may become highly dependent
on Al systems, making them vulnerable to technical failures or outages (Al Magazine,
2024). Many other concerns must be considered when discussing the implementation of
automated Al.

What ethical concerns arise with Al adoption in business operations?

Al models trained on biased data can reinforce existing prejudices and discrimination,
e.g., in hiring decisions. A notable case is Amazon, where in 2018, it was discovered
that their Al recruiting engine “did not like women” (Dastin, 2018).

Al decision-making is also often highly opaque (Stanford, 2021), making accountability
and responsibility very difficult to establish.

How do different computing disciplines (Al, cybersecurity, software engineering)
contribute to Al-powered assistants?



The development of Al-powered assistants is not about Al alone. It requires several
different computing disciplines to work together. For example, Al provides the ability to
understand language and learn from data.

Software engineering builds reliable systems, while cybersecurity protects data and
systems from attacks or misuse (NIST, 2023, p. 10).

To create Al assistants that are not only smart but also safe, a key principle within
cybersecurity is used: the CIA triad (Chapple & Seidl, 2024).

Confidentiality makes sure that only those who are allowed can access the data.
Integrity ensures that the data is correct and not changed by unauthorized people.

Availability means that both data and systems are accessible when they are needed.

The rise of Al-powered assistants means that these disciplines now work together in
more integrated ways because of the complexity and risks involved. This collaboration
must remain close throughout the entire lifecycle of Al assistants.
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